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News roundup: Cerner goes live at VA, DOD Lovell Center; WebMD expands education with Healthwise buy; Dexcom has FDA OK for OTC glucose sensor; Centene may have buyer for abandoned Charlotte HQ
In news other than Walgreens and Optum/Change Healthcare–with more to come out of HIMSS in Orlando this week…
The DOD/VA Cerner EHR went live on Saturday 9 March in the Capt. James A. Lovell Federal Health Care Center (Lovell FHCC), right on scheduled time. This EHR which will serve both active duty service members in the Military Health System (MHS) and veterans through the VA is being watched closely. While MHS Genesis has been rolled out in most military health facilities in the US and overseas, the VA’s has stalled at five. As of now, Lovell is the only VA implementation planned for this year and its functionality and interoperability with MHS is under a microscope. Training has been intensive and VA reports having made many changes from the earlier implementations. The MHS Genesis team from DOD have also been a key part of the training.
VA has shown improvement with no full outages in 300+ days and with the nagging smaller incidents greatly reduced. But the VA’s deputy inspector general reported significant and dangerous faults in the Oracle Cerner Millenium medication record system only last month to the House Subcommittee on VA Technology Modernization [TTA 22 Feb]. While the fixes are in effect in the five VA locations with Millenium, Genesis at Lovell will not have them yet.
Lovell FHCC is located in north Chicago, has a combined DOD/VA staff of 3,200, and serves 75,000 patients per year: 25,000 veterans, over 10,000 TRICARE enrollees, and 30,000 Navy recruits from Great Lakes with a 300-bed main facility and clinics in the Chicago area. Federal News Network
WebMD buys health education developer Healthwise. The company’s patient education assets including content and technology that integrate into care management platforms for both health systems and payers will become part of WebMD Ignite, which was formed last April to unite Krames, also in health education, Mercury Health data analytics, Wellness Network videos, Vitals provider scheduling, in addition to Medscape and WebMD. According to the release, the combination of Krames and Healthwise will reach 650 healthcare organizations, comprising more than 50% of hospitals in the U.S. and 85% of the top 20 payers, which is a dominant market share with limited other competition such as Wellframe, owned by HealthEdge. Transaction cost, surviving name, and management/staff transitions were not disclosed.
Healthwise is unusual in that it was formed as a non-profit in Boise, Idaho in 1975. In the 2024 Best in KLAS Report, Healthwise was ranked first in health education for value-based care. While the education assets are being sold to WebMD, the non-profit will go on, according to Healthwise. Healthcare IT News (Editor’s disclaimer: Donna was a consultant for Krames on marketing projects during 2021-22, prior to Ignite.)
WebMD is also integrating into Ignite personalized medication instructions from First Databank (FDB)’s Meducation through WebMD Ignite’s Krames On FHIR platform. It will then go into prescribers’ EHRs and patient portals. FDB release
Dexcom receives FDA clearance for Stelo, the first over-the-counter (OTC) continuous glucose monitor cleared in the US. Like the prescription version, the biosensor attaches to the arm to monitor blood glucose without skin penetration and connects to a Dexcom phone app. The sensor is the same as the prescription Dexcom G7, with a battery life of about 15 days. Stelo was cleared for use by adults 18+ who have Type 2 diabetes but not on insulin therapy–over 25 million people in the US. Release is scheduled for online-only release this summer as a cash-pay purchase (cost not disclosed), with insurance reimbursement TBD over the next few years. Mobihealthnews, Healthcare Dive
Centene may be close to selling its ‘dream’ Charlotte, North Carolina headquarters building. The now near-complete 800,000-square-foot building in Charlotte’s University City would have been Centene’s East Coast HQ. It was planned by the previous CEO in 2020 to be the center of a campus with over 6,000 employees, 3,200 to be hired locally. The plan was abandoned in August 2022 due to a shrinking office-based workforce primarily in St. Louis with some in plan locations throughout the country. Cushman & Wakefield is marketing the building with word being that a single company is interested in purchase. New Class A space is reportedly relatively rare in Charlotte, though the vacancy rate in the immediate area is at 25%. There is also undeveloped land on the site that has attracted interest from a locally active multifamily developer, although that would require a rezoning. Centene purchased the land in 2020 for $19 million, not including a separate 51-acre parcel purchased later in 2020. In addition to reducing its real estate pattern, Centene has also been reducing its staff with two 2,000-person layoffs in 2023, one in the summer and the second in December.  Charlotte Business Journal, Becker’s



Updates on Change cyberattack: UHG’s timeline for system restorations, key updates around claims and payments in next weeks
As of 8 March
UnitedHealth Group released a timeline on restoring Change Healthcare systems.
Prescribing is currently back online, with payments not up until next Friday and the claims network starting testing and brought up through the week of 18 March. Highlights below are from the release. Details in 7 March press release.
	Electronic prescribing is now fully functional with claim submission and payment transmission available as of 7 March. At the end of the release, there is additional information applicable to pharmacy claims and payments, as well as Optum Rx PBM.
	Electronic payment functionality will be available for connection beginning 15 March (next Friday)
	Testing and reestablishing connectivity to the claims network and software on Monday 18 March restoring service through that week.

Bottom line: the two critical functions of payments and claims will not be fully restored for a month (the cyberattack began on 21 February. Testing of the claims network is not full functionality. Reading between the lines, don’t bet on the week of 18 March for a complete restoration.
Editor’s note: Claims drive payments. There is a massive backlog. Providers could be out of pocket for months or working through reconciliations with UHG, if they participate in temporary funding.
Buried in the release: “we strongly recommend our provider and payer clients use the applicable workarounds we have established—in particular, using our new iEDI claim submission system in the interest of system redundancy given the current environment.”
The rest of the release recaps UHG’s temporary funding proposal, which the American Hospital Association had previously criticized as having ‘shockingly onerous’ terms that were “not even a band-aid on the payment problems” [TTA 5 March]. It has been improved with UHG advancing payments weekly and removing fees and interest. Repayment also seems sensible if the reconciliations are done correctly; “providers will receive an invoice once standard payment operations resume and will have 30 days to return the funds.” Registration is of course required.
UHG is also urging other payers to follow their lead in addressing payments with their providers.
At this point, you can’t expect UHG to disclose why Change Healthcare’s hundreds of systems were so vulnerable–nor whether they paid ransom to BlackCat, as reported. This Editor also wonders how much information on claims and payments, going back before 21 February, was lost. 
Other funding updates:
UHG will suspend until 31 March:
	Prior authorizations for most outpatient services except for Durable Medical Equipment, cosmetic procedures, and Part B step therapies. This applies to Medicare Advantage (MA), including Dual Special Needs Plans (D-SNP).
	Drug formulary exception review processes for Medicare Part D pharmacy benefits

UHG will work with state Medicaid agencies on actions they wish to implement.
Becker’s, Healthcare Dive



TTA Ides of March countdown 2: Change/Optum BlackCatted, down for week 2; how healthcare is coping with providing care and paying bills; Walgreens, VillageMD face downsized future; UHG under DOJ antitrust scrutiny; more!
  



 
 



This week’s major stories are but three: the Change Healthcare/Optum cyberattack, now in a second week with no restoration of services in sight; how providers and pharmacies are coping without their primary means of processing patient claims and furnishing care–and the psychological toll; and the uncertain future of Walgreens, WBA, and the rapid downsizing of their provider arm, VillageMD. To add further insult to UHG, now DOJ is putting them under antitrust scrutiny.
Is BlackCat/ALPHV faking its own ‘death’? (updated) HHS and CMS come to Change affected providers’ assistance with ‘flexibilities’

Update: VillageMD lays off 49 in first two of six Village Medical closures in Illinois

Reality Bites Again: UHG being probed by DOJ on antitrust, One Medical layoffs “not related” to Amazon, the psychological effects of cyberattacks

Facing Future: Walgreens CEO moves company into strategic review–will he get WBA board alignment? (‘Go big’ now in reverse)

Week 2: Change Healthcare’s BlackCat hack may last “for the next couple of weeks”, UHG provides temp funding to providers, AHA slams it as a ‘band aid”–but did Optum already pay BlackCat a $22M ransom? (updated) (When will it end? Providers. staff, and patients are hurting)
Three major stories lead this packed week. Change Healthcare’s and Optum’s week-long struggle to get 100 or so BlackCat hacked systems up and running again for pharmacies and hospitals–no end in sight. Walgreens keeps closing Village MD locations–up to 85. But the funding freeze seems to be thawing, with M&A and lettered funding rounds suddenly poking through like daffodils–though the structure of one (Dario-Twill) is puzzling and another may be contested (R1 RCM). And Veradigm finally delists–while buying ScienceIO.
BlackCat is back, claims theft of 6TB of Change Healthcare data (Latest breaking news)
Breaking: VillageMD exiting Illinois clinics–in its home state–as closures top 80 locations (Something not good in the Village)

Short takes on a springlike ‘defrosting’: Redi Health’s $14M Series B, Dario Health buys Twill for ~$30M (About time for a Spring thaw)

Roundup: Walgreens’ new chief legal officer; Digital Health Collaborative launched; fundings/M&A defrosting for b.well, R1 RCM, Abridge, Reveleer; Veradigm likely delists, buys ScienceIO–mystery? (updated)

Change Healthcare cyberattack persists–is the BlackCat gang back and using LockBit malware? BlackCat taking credit. (update 28 Feb #2) (100 systems down, BlackCat’s back)
A few surprises at week’s end, with what appears to be a cyberattack taking down Change Healthcare’s systems and Walgreens’ VillageMD exiting Florida. There’s life in funding and stock buybacks but Oracle Cerner’s in the same-old with the VA. Teladoc on slow recovery road, telemental health coming back, LockBit busted, Musk’s Neuralink implant, and a few thoughts on AI. 
Weekend reading: AI cybersecurity tools no panacea, reality v. illusion in healthcare AI, RPM in transitioning to hospital-at-home, Korean study on older adult health tech usage (AI obsession?)

Breaking: Walgreens’ VillageMD shutting in Florida; Change Healthcare system websites cyberattacked (updated) (Two shockers)

Mid-week roundup: Cotiviti’s $10.5B stake to KKR; Cigna buys back $3.2B shares; VA Oracle Cerner faulty med records; LockBit ransomware websites cold-busted at every level, principals indicted; Trualta partners with PointClickCare

Teladoc closes 2023 with improved $220M loss, but weak forecast for 2024 leads to stock skid (Teladoc in recovery)

Telemental news roundup: Brightside Health expands Medicaid/Medicare partners; Blackbird Health gains $17M Series A; Nema Health’s PTSD partnership with Horizon BCBSNJ (A comeback badly needed)

Neuralink BCI human implant subject moving computer mouse by thought: Elon Musk (Controversy)
A week with a lot of Facing The Music, as the snow and chill continue as we’re ready for spring, already. Four payers scuttle mergers, Walgreens and Amazon are reorganizing big time, and the losses (Amwell especially) and layoffs continue. Apple wins a round in its patent fight with AliveCor. It’s the New Reality and let’s hope we get to a Newer, Better Reality soon. Maybe it’s time to focus on designing tech that is older adult (and not so older adult) friendly–and yes, there are some ‘green shoots’.
Weekend reading: why the tech experience for older adults needs a reboot (a boot in the….?), health tech takeaways from CES (Must reads)

Mid-week news roundup: Elevance-BCBSLA, SCAN-CareOregon mergers scuttled; Amwell’s $679M loss, layoffs; Invitae genetics files Ch. 11; innovations released from DeepScribe, Essence SmartCare (DE), fall detection at Atrium Health (SC)

Further confirmation of the New Reality for digital health–lower valuations, more exits, fewer startups, tech buyers not seeing ROI (The cleanout continues)

AliveCor v. Apple latest: Federal court tosses AliveCor suit on heart rate app data monopolization (This David v. Goliath round goes to Goliath)

Facing the Music of the New Reality: Amazon Pharmacy & One Medical restructure; Walgreens shakes up health exec suites again, cashes out $992M in Cencora; new takes on NeueHealth; Cue Health, Nomad Health layoffs
AI: how much of it is hype, how much harm can it do, and call in the lawyers. Rock Health sotto voce issued its downbeat 2023 roundup, with 2024 predictions familiar to our Readers. Ireland’s HealthBeacon sold to a new healthcare player–Hamilton Beach. Cano Health faces the Chapter 11 music, veterans at VA will Mynd, and mass outsourcing to Optum.
2023 was buying time, 2024 is face the music time: Rock Health (Blood out of a Rock?)

Another icy bucket: who is liable when a healthcare AI system fails? (More AI caveats)

First healthcare IPO: BrightSpring debuted at less than projected, but holding value (Nice to see)

Mid-week short takes: Ireland’s HealthBeacon bought by Hamilton Beach (!), Ambience AI raises $70M, VA to develop VR mental health app with Mynd Immersive (VA tries out digital therapeutics)

Two Must Reads: Is AI the next hype bubble replacing crypto–and capable of great harm? (Get set to be apprehensive)

News roundup: Cano Health files Ch. 11 bankruptcy, delisted (updated), Walgreens lays off more, Allina Health outsources 2,000 RCM jobs to Optum (The inevitable for Cano and Walgreens, along with speculation)
This week pinged between overstatement and underreporting. The press around the Blair and Hague recommendations around selling NHS medical data–exaggerated. Underreported? Who was targeted in 23andMe’s 6.9M record data breach–and their future. The upward trajectory of cyberattacks confirmed, Musk gets his brain implant going, Cigna sells MA but Amazon calls it off with iRobot, and a former CMS head to helm Oracle Health.
Sell NHS medical records to fund AI, biotech? Not quite what’s in the Blair-Hague report. (They didn’t read the National Purpose report)

23andMe data breach may have targeted those of Jewish and Chinese heritage; company valuation crashes (Is there a bottom?)

Short takes: Orion digital pain therapeutic to be commercialized by Newel Health; Verma to head Oracle Health; CVS to shut 25 LA-area MinuteClinics 

2023’s global cyberattack disaster: healthcare #3 in weekly attacks, 10% of organizations ransomwared–report (Beware)

News roundup: Musk’s Neuralink implants first human BCI; Cigna’s $3.7B MA sale to HCSC; no Amazon deal for iRobot; DispatchHealth-Instacart food Rx; 5 India health tech fundings 
A newsy week…a bit of catchup on JPM which has caught up to the New Reality explored in our ’24 forecast. Humana loses on MA, Walgreens now officially labeled ‘troubled’, but Bright Health survives and rebrands. Cybersecurity beat out AI this week with HHS performance goals (more work, fewer IT people) while breached patient records doubled last year. Fundings and more this ‘n’ that.
Short takes: Humana’s big MA loss; Medicare telemental care bill back in Senate; HHS releases cybersecurity performance goals; Texas Healthcare Challenge hackathon 23-24 February (HHS asking for cybersec upgrades while IT departments are laid off)

Midweek updates: Walgreens may sell Shields Health after 2 years; Ventric Health’s home cardiac RPM; Singapore military medical corps upgrades PACES 3 EMR (Walgreens now labeled as ‘troubled’)

Peering through the cloudy crystal ball into 2024 healthcare investment and company health (2024 a funhouse mirror image of 2023?)

News roundup: Bright Health now NeueHealth; breached patient records double, RCM as vector for hacking; Amazon’s CCM marketplace; JPM reflects the new reality; fundings for Vita Health, Turquoise, CardioSignal (Settling into the new normal)

Published: NHS guidance on integrating TEC providers into urgent community response (UCR) (UK) (Less stress on ambulance services and EDs)
In the ‘dog days’ of winter, Apple gets a comeuppance in its patent fights with Masimo and disables pulse oximetry in two Watch models. AliveCor moves forward against Apple in Federal court. We sort out a lot of new product introductions, a sale of a company we thought was sold, a possible Really Big EHR Sale, General Catalyst buys a provider…and 23andMe turns the tables on their massive data breach by Blaming the Victims. 
Got a data breach? Blame the victims like 23andMe did! (This is a first)

News roundup #2: Bright.md sells remaining customers to 98point6; Netsmart EHR up for $5B possible sale; Caregility intros two new telehealth systems (Maybe a big sale coming?)

Breaking: appeals court continues ITC ban on Apple Watches with working pulse oximetry (Masimo wins a round)

News roundup: Owlet’s Dream Sock, BabySat go to market; General Catalyst’s HATco agrees to buy Summa; Cigna’s contrasting provider strategy; new ElliQ robot assistant debuts at CES (HATCo’s first step into health transformation?)

Apple removes pulse oximetry from Watches to dodge ban; AliveCor advances patent review v. Apple (two big updates!)
Reality bites as we recap the 2023 hangover at several major companies with cutbacks from the suites to the streets and C-suite changes that you may have missed.
Wrapping up many changes at Walgreens, VillageMD, CVS Health, Oracle Health (A lot of musical chairs!)

Have a job to fill? Seeking a position? See jobs listed with our new job search partner Jooble in the right sidebar!

Read Telehealth and Telecare Aware: https://telecareaware.com/  @telecareaware
Follow our pages on LinkedIn and on Facebook
We thank our advertisers and supporters: Legrand, UK Telehealthcare, ATA, The King’s Fund, DHACA, HIMSS, MedStartr, and Parks Associates.
Reach international leaders in health tech by advertising your company or event/conference in TTA–contact Donna for more information on how we help and who we reach. 

Telehealth & Telecare Aware: covering the news on latest developments in telecare, telehealth, telemedicine, and health tech, worldwide–thoughtfully and from the view of fellow professionals
Thanks for asking for update emails. Please tell your colleagues about this news service and, if you have relevant information to share with the rest of the world, please let me know.
Donna Cusano, Editor In Chief

donna.cusano@telecareaware.com
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Is BlackCat/ALPHV faking its own ‘death’? (updated) HHS and CMS come to Change affected providers’ assistance with ‘flexibilities’
  


BlackCat/ALPHV blames the FBI for another ‘shutdown’ and exits, stage left. BlackCat put up a copy of the shutdown screen (left) that appeared on their old leak website back in December [TTA 22 Dec 23] on their new leak website, claiming that law enforcement shut them down. This was not confirmed by the FBI either way, but Europol and the NCA confirmed to Bleeping Computer that they had no recent activity involving BlackCat. The other tell was that the source code on both screens was different–it was served up on another server.
On a Russian hacker forum called Ramp, BlackCat/ALPHV claimed that they “decided to completely close the project” and “we can officially declare that the feds screwed us over. The source code will be sold, the deal is already being negotiated”. The source code is reportedly up for sale for $5 million.
As to the $22 million, BlackCat/ALPHV never admitted it was paid by Optum/Change (nor is Optum confirming), but the affiliate called “notchy” which didn’t get paid [TTA 5 Mar] shared (to Bleeping Computer) that “a cryptocurrency payment address that recorded only one incoming transfer of 350 bitcoins (about $23 million) from a wallet that appears to have been used specifically for this transaction on March 2nd.” That wallet distributed (seven) equal payments of $3.3 million in bitcoin to other wallets.
(Update) Speaking of “notchy”, let’s not forget that this affiliate claims to have 4 TB of PHI/PII data from Change that could be sold or leaked. Since they never got paid by BlackCat/ALPHV, it’s safe to assume that information will be up, so to speak, for grabs.
When it all adds up–the fake FBI ‘raid’, shutting down servers, the signoff on Tox of “GG’ (good game?), the cutting off of affiliates (which also confirmed this to DataBreaches.net–and may or may not have been paid)–it resembles an exit scam.
(Update) Another excellent summary about ALPHV in Krebs On Security also updates LockBit, which was seized in an international takedown in February, and about governmental entities they ransomwared.  To be continued….
The lobbying of HHS by Congress, the American Hospital Association, and UHG to help out providers has produced some results. On 5 March, Health and Human Services (HHS) issued a statement that summarized various ‘flexibilities’ and workarounds to aid providers who cannot access systems or have to resort to alternatives to ensure continuity of services to patients. These will be administered through the Center for Medicare & Medicaid Services (CMS) and range from prior authorization, advance funding, and claims processing for Medicare. From the statement:
	Medicare providers needing to change clearinghouses that they use for claims processing during these outages should contact their Medicare Administrative Contractor (MAC) to request a new electronic data interchange (EDI) enrollment for the switch.
	CMS will issue guidance to Medicare Advantage (MA) organizations and Part D sponsors encouraging them to remove or relax prior authorization, other utilization management, and timely filing requirements during these system outages.
	CMS is also encouraging MA plans to offer advance funding to providers most affected by this cyberattack.
	CMS strongly encourages Medicaid and CHIP managed care plans to adopt the same strategies
	If Medicare providers are having trouble filing claims or other necessary notices or other submissions, they should contact their MAC for details on exceptions, waivers, or extensions, or contact CMS regarding quality reporting programs. CMS has contacted all of the MACs to make sure they are prepared to accept paper claims from providers who need to file them.

Many payers are also making funds available while systems are offline. Hospitals may also face “significant cash flow problems from the unusual circumstances impacting hospitals’ operations, and – during outages arising from this event – facilities may submit accelerated payment requests to their respective servicing MACs for individual consideration.”
The statement closes with a reminder of HHS’ December concept paper on cybersecurity strategy for healthcare. DataBreaches.net (full statement), Becker’s
(Update) More on how this is affecting patient care focusing on cancer treatment, from the point of view of a Community Oncology Alliance spokesman. In addition, how consolidation is making healthcare more vulnerable to cybercriminals, and comments on UHG and Federal processes and payment offers to date. HealthcareITNews.
And DDoS attacks and questionable downtimes are now common.
Editor’s Update 11 Mar: The DataBreaches.net website had a major DDoS attack on 7 March and was down for two days thru 8 March. It is now fully up and running with our links working.
Multiple US Government websites went down Thursday evening 7 March based on news reports: Department of Homeland Security (DHS), Customs and Border Protection (CBP), Immigration & Customs Enforcement (ICE), Citizenship and Immigration Services (USCIS), US Secret Service and Federal Emergency Management Agency (FEMA). The timing based on the State of the Union address to Congress is, well, interesting. Daily Express   Later reports announced restoration later in evening. Cyberincidents are not exactly unknown on government websites.



Update: VillageMD lays off 49 in first two of six Village Medical closures in Illinois
  


VillageMD starts releasing staff in soon-to-shut Illinois clinics. Layoffs have already started in the Illinois clinics owned and operated by Walgreens-owned VillageMD. As reported in Crain’s Chicago Business, two of their six Village Medical clinics have given notice to doctors, practice managers, medical assistants, registered nurses, and ultrasound and radiology technicians. This eliminated 24 positions at the Lincoln Park (Chicago) office and 25 positions at their Wheeling clinic, both free-standing independent locations. The layoffs took place between 20 February and 5 March. It is not clear from the article or the WARN Notice filed 20 February with the state Department of Commerce whether the layoffs take effect by or on 19 April or if the clinics are being run by a skeleton staff before closure. 
A website check of Village Medical locations in Illinois has banners on each location’s page confirming that they will close on 19 April. Illinois WARN notices have not been posted yet for the four other locations.The only co-located Walgreens-Village Medical location is in Elk Grove, so the five free-standing locations may not have been part of the 2021-22 expansion or had been acquired in separate transactions.
VillageMD is headquartered in Chicago with an original footprint mainly in the Midwest to Texas, expanding to the East (plus specialty and urgent care) when it acquired Summit Health/CityMD in January 2023 for $8.9 billion. 
A VillageMD spokesperson told Crain’s that laid-off full-time employees will receive an ‘exit package’ which indicates that part-time employees may receive little to no assistance. “Support for patients” is limited to urging them to contact their insurance company for help in locating a new physician and office, then assisting in transferring their records. The spokesperson did not disclose if current patients are in the process of being notified nor how.
Based upon these initial layoff numbers, Village Medical’s layoffs in Illinois will be upwards of 150 at minimum. Their spokesperson declined to reveal the full number of layoffs in Illinois. If 25 per location is extrapolated to 85 locations across Village Medical, layoffs will be ~ 2,125.
VillageMD has been remarkably silent to the press about the closures and reorganization. It has not issued a press release since last October. Additional background TTA 29 Feb.



Reality Bites Again: UHG being probed by DOJ on antitrust, One Medical layoffs “not related” to Amazon, the psychological effects of cyberattacks
When It Rains, It Really Pours for UnitedHealth Group. On the heels of their Optum/Change Healthcare ransomware disaster are recent reports that the US Department of Justice is investigating UHG over multiple antitrust concerns. According to the Wall Street Journal, DOJ is examining certain relationships between the company’s UnitedHealthcare insurance unit and its Optum services unit, specifically around Optum’s ownership of physician groups. UHG has been aggressively buying and buying interests in practice groups for several years, announcing quite publicly that their goal was to own or control 5% of US physicians. In 2022 and 2023, they bought CareMount, Kelsey-Seybold, Atrius Health, Healthcare Associates of Texas, and Crystal Run Healthcare (Becker’s). Local reporting by the Examiner News in Westchester, NY, brought much of this history to light. In that area, it started with local practice group CareMount and their 25% layoff after being folded into Optum Tri-State with ProHealth in Long Island and NYC and Riverside Health–a layoff pattern that accelerated in the practice groups in 2023.
DOJ lost out on their challenge to the Change Healthcare acquisition in November 2022, deciding not to appeal the Federal District Court decision in 2023 [TTA 23 Mar 2023]. But DOJ never sleeps; they are examining with a microscope UHG’s $3.3 billion bid for home health provider Amedisys that started in August 2023 and has not moved forward. DOJ has a long memory, a Paul Bunyan-sized ax to grind, and doesn’t like losing. One wonders if now UHG has buyer’s remorse after fighting for two years to buy Change.
In the Alternate Reality Department, One Medical CEO Trent Green insisted that their reorganization and layoffs were unrelated to their acquisition by Amazon. Those of us who are a little less credulous know that with 98% of acquisitions, staff are laid off. Overlapping areas wind up being pinkslipped, no matter their individuals’ quality or even difference in business: finance, HR, legal, marketing, IT, operations, compliance, sales, account managers…the list is almost endless. According to the Washington Post article (also Becker’s), One Medical cuts, estimated at up to 400, also included front desk staff, office managers, health coaches, behavioral health specialists and a pediatrician–people who aren’t employed by other Amazon units. One Medical’s corporate offices in New York, Minneapolis, and St. Petersburg, Florida are closing, and its San Francisco office space is reduced to one floor. TTA 14 Feb
One Medical has never been profitable, as this Editor noted when the acquisition was announced as part of the “race to transform healthcare models”. This wasn’t going to last long with Amazon, which has been aggressively been cutting and dumping in other units such as Audible, Prime, and Halo. Marketing Amazon-style with deeply discounted memberships to Prime members also has its limitations. One Medical has a scant 200 mostly urban offices, which means that members outside those areas only have access to virtual visits. It had previously cultivated a patient population of young, mostly healthy and lower-cost urbanites, who as they grow older and have families might stick with the practice–or find it not compatible with or targeted to their needs in middle age. Management has changed: Green replaced Amir Dan Rubin, MD, as CEO last September. CFO Bjorn Thaler will move to a new position focused on growth initiatives. A layer of regional general managers will report to an Amazon head of operations, and legal, finance, and technology teams will report to Amazon’s healthcare business structure. Inbound calls now go to Mission Control, a central call center, and even those humans will be in future supplemented by an AI-enabled chatbot.
Iora Health, One Medical’s specialized (acquired) unit in Medicare Advantage and Medicare Shared Savings Programs including the advanced ACO REACH model, in October was rebranded as One Medical Senior, with an intention for all One Medical offices to serve age 65+–but with current patients, many with multiple chronic conditions, now reporting cutbacks in callbacks, appointment length, physician load, and services provided such as transportation. One clinic had 20 staff cut back to five with patients pushed out to virtual visits–hardly appropriate for a high needs, older, less technologically savvy patient population in value-based care, quality-measured models. Editor’s note: having had some experience in ACO and VBC World, Amazon may as well get out of ACOs because practices in these primary care models require specialized and dedicated management, reporting, and population nurturing. They don’t mainstream well.  I have also read that ironically, Iora was profitable for OneMedical, which is 1) why they bought it and 2) ran it separately.
In this Editor’s view, human costs are a factor shown to be absent from Amazon’s business calculations for success–which doesn’t quite square with the mission of healthcare for healthier patients and better outcomes.
Speaking of the reality of human cost, let’s spare a thought for those dealing with the effects of a cyberattack or data breach. They are the IT staff, pharmacists, software specialists, front line clinicians, billing specialists, doctors, therapists, business managers, coders…the list goes on. They share their feelings of frustration, helplessness, distress, aloneness, and financial fear on Reddit, Twitter/X and other forums. Few think of them taking the brunt of patient frustration and their state of mind day after day as Change/Optum’s disaster goes on and on. Writer Molly Gamble of Becker’s has the final and most sympathetically descriptive say in her brief but important article about When ransomware strikes, who to call?  A full read is recommended.
Helplessness or loss of control, especially at a collective level, can be psychologically and emotionally taxing. Recognizing a threat but not knowing what to do about it can increase one’s stress, anxiety and fear. The lack of a known end point of a cyberattack like Change is experiencing can intensify psychological distress. Some independent therapists, for instance, have noted they have halted their insurance billing for a week due to the downtime and expressed fear about going longer without income. 
These mental effects, while lesser-discussed, are exactly what cyberthreats intend to bring on. Cyberterrorists want to create mental and physical harm, and research has found that the psychological effects of cyber threats can rival those of traditional terrorism.



Facing Future: Walgreens CEO moves company into strategic review–will he get WBA board alignment?
  


Walgreens’ CEO Wentworth positions for turnaround. “This is not a 12-month turnaround story” said Mr. Wentworth at the TD Cowen healthcare investor conference. To this Editor, the public honesty and lack of cant (a/k/a “PR Speak”) was refreshing. His unobvious caveat though was aligning the board around what he and the new executive team–very few if any carryovers from the prior regime–see as the direction of the company and asset management.
The WBA board is led by executive chairman Stefano Pessina, who has a vested interest in a turnaround. He is the lead individual shareholder of WBA with apparently 10% of shares with other insiders (including the COO of WBA International, Ornella Barra, spouse of Mr. Pessina) having about 17%. Large institutional investors (Vanguard, State Street, etc.) have over 60% of the company. The share price has fallen about 40% in the past year (from early March 2023) and 55% from this time in 2022. (Derived from WBA and Yahoo Finance)
Example: This Editor has estimated from public information that Walgreens sank north of $10 billion into VillageMD, from initial and then controlling interest, then funding the buy of Summit Health/CityMD. This is a huge and recent investment that is going sideways in a span of less than three years. It does take some nerve to walk it back. TTA 22 Feb
Other key points Mr. Wentworth made, according to the most complete report in Crain’s Chicago Business, was that this was not a prelude to some massive unveiling of a New Walgreens, that it would be a ‘starting gun’ for the work to be done, and that investors would be updated through the process. The review will include:
	Evaluating its 8,000+ location footprint based on current and projected population and type of usage
	US Healthcare assets including the already shrinking VillageMD [TTA 29 Feb], home care benefit management services primarily for payers CareCentrix, and specialty pharmacy Shields Health Solutions.
	Shields is apparently no longer up for sale per earlier reports but Boots now may be
	Smaller assets around clinical trials and pharmacy fulfillment centers

The next earnings call is 28 March, when undoubtedly more will be revealed.
FierceHealthcare caught up to this as well.
Editor’s POV on ‘musts to avoid’: Walgreens’ chief medical officer, Dr. Sashi Moodley, was interviewed during ViVE24 by Mobihealthnews, It is only remarkable in how he sidestepped direct questions beyond the first two lengthy ones on a virtual care initiative, generating a fog of non-answers around VillageMD closures and corporate strategy that became peasoup thick by the last question. (Kudos to Jessica Haden for not going wobbly.) The dubious wisdom of placing a C-level in front of the press at a ‘hard and tough news’ time, one whose expertise is clinical in nature, most comfortable in speaking to that and not corporate strategy, plus evidently has a hard time editing/limiting responses, should be rethought. 



Week 2: Change Healthcare’s BlackCat hack may last “for the next couple of weeks”, UHG provides temp funding to providers, AHA slams it as a ‘band aid”–but did Optum already pay BlackCat a $22M ransom? (updated)
The BlackCat/ALPHV ransomware attack on Change Healthcare’s systems continues. At this point, the Optum systems website doesn’t show anything other than a chronological trail of updates and a long list in very small gray type of Change Healthcare systems affected–no more individual checks on working systems and red Xs on the ones that weren’t. 
	UnitedHealth Group is setting up a program to loan funds, the “Temporary Funding Assistance Program,” to providers who cannot receive payments while Change systems are down. While without fees or interest, the loans will have to be repaid.
	In a Tuesday 27 Feb conference call with hospital cybersecurity officers reported by STAT, UHG Chief Operating Officer Dirk McMahon said that the program will continue “for the next couple of weeks as this continues to go on.” This is more of a timeline than UHG has otherwise disclosed.
	The American Hospital Association (AHA) on Monday slammed the “Temporary Funding Assistance Program” as “not even a band-aid on the payment problems” that hospitals are experiencing. The program is, in their view 1) “available to an exceedingly small number of hospitals and health systems” and with “shockingly onerous” and “one-sided contractual terms” and conditions for payback and verification through access to claims payment data. For their members, “their financial future becomes more unpredictable the longer Change Healthcare is unavailable. UnitedHealth Group, which is a Fortune 5 company that brought in more than $370 billion in revenue and $22 billion in profit in 2023, can — and should — be doing more to address the far-reaching consequences that result from Change Healthcare’s inability to provide these essential hospital revenue cycle functions nearly two weeks after the attack.” 4 March letter to UHG   AHA maintains an update page for members and other providers.
	US Senator Chuck Schumer wrote 1 March to the Center for Medicare and Medicare Services (CMS) requesting that CMS accelerate payments to hospitals, pharmacies and other providers. Also Becker’s
	AHA wrote 4 March to all four Congressional leaders detailing the effect on providers, UHG’s assistance program’s inadequacies, and requesting assistance from HHS including requesting “Medicare Administrative Contractors to prioritize and expedite review and approval of hospital requests for Medicare advanced payments.”  

Update: According to First Health Advisory, a cybersecurity firm in healthcare, some large providers are losing $100 million daily because of the interruptions to Change/Optum’s payer systems. CNN, Becker’s
And BlackCat went All Quiet on the Ransomware Front. Bleeping Computer confirmed that BlackCat turned off their servers and took their negotiation website offline over the weekend. “The Tox messaging platform used by the BlackCat ransomware operator contained a message that does does not provide any details about what the gang plans next: “Все выключено, решаем,” which translates to “Everything is off, we decide.”” It has now been changed to “GG”.
This may or may not be related to another development–an affiliate of BlackCat/ALPHV claiming that they were scammed of a $22 million ransomware payment from Optum. These affiliates actually carry out the attacks on cybervictims using encryptors from the main entity. Dmitry Smilyanets of threat intelligence company Recorded Future picked up a message posted by “notchy” that said Change/Optum paid $22 million on 1 March to “prevent leakage and decryption key.” ALPHV suspended their account after receiving the payment and never paid them. This affiliate also claims they still have 4 terabytes of data from Change that goes deep into Tricare, Medicare, MetLife, CVS, and many other payers. As proof on the ransom, “notchy” provided a cryptocurrency payment address with a total of nine transactions. In the ultimate irony, “notchy” warned other affiliates to stop dealing with ALPHV. Cutting off affiliate ties and walking away with the cash, preliminary to another rebrand of BlackCat/ALPHV, formerly DarkSide and Black Matter? Also The Registerand DataBreaches.net–which commented that while Optum may have gotten a decryptor, what about All That Data?



BlackCat is back, claims theft of 6TB of Change Healthcare data
What’s known as of Thursday 29 February (Leap Day) about the Change Healthcare cyberattack:
	Change and Optum have attributed it to BlackCat/ALPHV as of today. From Becker’s HealthIT:  “Change Healthcare can confirm we are experiencing a cybersecurity issue perpetrated by a cybercrime threat actor who has represented itself to us as ALPHV/Blackcat,” an Optum spokesperson emailed Becker’s on Feb. 29. “We are actively working to understand the impact to members, patients and customers.”
	BlackCat is claiming it stole 6 terabytes (TB) of data in the breach. From Bleeping Computer 28 Feb:

BlackCat said that they allegedly stole 6TB of data from Change Healthcare’s network belonging to “thousands of healthcare providers, insurance providers, pharmacies, etc.”
The ransomware gang claims that they stole source code for Change Healthcare solutions and sensitive information belonging to many partners, including the U.S. military’s Tricare healthcare program, the Medicare federal health insurance program, CVS Caremark, MetLife, Health Net, and tens of other healthcare insurance providers.
Per BlackCat’s claims, the sensitive data stolen from Change Healthcare contains a wide range of information on millions of people, including their:
	medical records
	insurance records
	dental records
	payments information
	claims information
	patients’ PII data (i.e., phone numbers, addresses, social security numbers, email addresses, and more)
	active U.S. military/navy personnel PII data

Tyler Mason, UnitedHealth Group VP, had earlier stated to Bleeping Computer that 90% of the 70,000+ affected pharmacies switched to new electronic claims procedures to avoid the Change Healthcare issues. 
While this cybertheft appears breathtaking in its scope and perfect revenge as a “dish best eaten cold” for the December takedown of their websites, the amount and type of data in the exploit may be exaggerated for purposes of negotiating a rich settlement. As of today, BlackCat has not offered a number for ransom. This theft may be worth far more in selling the data to other cybercriminals in Russia, Eastern Europe, and China than demanding a ransom from UHG/Optum, which may decide to rebuild systems rather than pay up [TTA 27 Feb].



TTA Ides of March countdown: Change/Optum BlackCatted; Walgreens/VillageMD closures at 85; fundings/M&A revive for Dario, Redi, R1 RCM, b.well, more; Veradigm delisted, buys ScienceIO
  




 
 



Three major stories lead this packed week. Change Healthcare’s and Optum’s week-long struggle to get 100 or so BlackCat hacked systems up and running again for pharmacies and hospitals–no end in sight. Walgreens keeps closing Village MD locations–up to 85. But the funding freeze seems to be thawing, with M&A and lettered funding rounds suddenly poking through like daffodils–though the structure of one (Dario-Twill) is puzzling and another may be contested (R1 RCM). And Veradigm finally delists–while buying ScienceIO.
BlackCat is back, claims theft of 6TB of Change Healthcare data (breaking as of 29 Feb)
Breaking: VillageMD exiting Illinois clinics–in its home state–as closures top 80 locations (Something not good in the Village)

Short takes on a springlike ‘defrosting’: Redi Health’s $14M Series B, Dario Health buys Twill for ~$30M (About time for a Spring thaw)

Roundup: Walgreens’ new chief legal officer; Digital Health Collaborative launched; fundings/M&A defrosting for b.well, R1 RCM, Abridge, Reveleer; Veradigm likely delists, buys ScienceIO–mystery? (updated)

Change Healthcare cyberattack persists–is the BlackCat gang back and using LockBit malware? BlackCat taking credit. (update 28 Feb #2) (100 systems down, BlackCat’s back)
A few surprises at week’s end, with what appears to be a cyberattack taking down Change Healthcare’s systems and Walgreens’ VillageMD exiting Florida. There’s life in funding and stock buybacks but Oracle Cerner’s in the same-old with the VA. Teladoc on slow recovery road, telemental health coming back, LockBit busted, Musk’s Neuralink implant, and a few thoughts on AI. 
Weekend reading: AI cybersecurity tools no panacea, reality v. illusion in healthcare AI, RPM in transitioning to hospital-at-home, Korean study on older adult health tech usage (AI obsession?)

Breaking: Walgreens’ VillageMD shutting in Florida; Change Healthcare system websites cyberattacked (updated) (Two shockers)

Mid-week roundup: Cotiviti’s $10.5B stake to KKR; Cigna buys back $3.2B shares; VA Oracle Cerner faulty med records; LockBit ransomware websites cold-busted at every level, principals indicted; Trualta partners with PointClickCare

Teladoc closes 2023 with improved $220M loss, but weak forecast for 2024 leads to stock skid (Teladoc in recovery)

Telemental news roundup: Brightside Health expands Medicaid/Medicare partners; Blackbird Health gains $17M Series A; Nema Health’s PTSD partnership with Horizon BCBSNJ (A comeback badly needed)

Neuralink BCI human implant subject moving computer mouse by thought: Elon Musk (Controversy)
A week with a lot of Facing The Music, as the snow and chill continue as we’re ready for spring, already. Four payers scuttle mergers, Walgreens and Amazon are reorganizing big time, and the losses (Amwell especially) and layoffs continue. Apple wins a round in its patent fight with AliveCor. It’s the New Reality and let’s hope we get to a Newer, Better Reality soon. Maybe it’s time to focus on designing tech that is older adult (and not so older adult) friendly–and yes, there are some ‘green shoots’.
Weekend reading: why the tech experience for older adults needs a reboot (a boot in the….?), health tech takeaways from CES (Must reads)

Mid-week news roundup: Elevance-BCBSLA, SCAN-CareOregon mergers scuttled; Amwell’s $679M loss, layoffs; Invitae genetics files Ch. 11; innovations released from DeepScribe, Essence SmartCare (DE), fall detection at Atrium Health (SC)

Further confirmation of the New Reality for digital health–lower valuations, more exits, fewer startups, tech buyers not seeing ROI (The cleanout continues)

AliveCor v. Apple latest: Federal court tosses AliveCor suit on heart rate app data monopolization (This David v. Goliath round goes to Goliath)

Facing the Music of the New Reality: Amazon Pharmacy & One Medical restructure; Walgreens shakes up health exec suites again, cashes out $992M in Cencora; new takes on NeueHealth; Cue Health, Nomad Health layoffs
AI: how much of it is hype, how much harm can it do, and call in the lawyers. Rock Health sotto voce issued its downbeat 2023 roundup, with 2024 predictions familiar to our Readers. Ireland’s HealthBeacon sold to a new healthcare player–Hamilton Beach. Cano Health faces the Chapter 11 music, veterans at VA will Mynd, and mass outsourcing to Optum.
2023 was buying time, 2024 is face the music time: Rock Health (Blood out of a Rock?)

Another icy bucket: who is liable when a healthcare AI system fails? (More AI caveats)

First healthcare IPO: BrightSpring debuted at less than projected, but holding value (Nice to see)

Mid-week short takes: Ireland’s HealthBeacon bought by Hamilton Beach (!), Ambience AI raises $70M, VA to develop VR mental health app with Mynd Immersive (VA tries out digital therapeutics)

Two Must Reads: Is AI the next hype bubble replacing crypto–and capable of great harm? (Get set to be apprehensive)

News roundup: Cano Health files Ch. 11 bankruptcy, delisted (updated), Walgreens lays off more, Allina Health outsources 2,000 RCM jobs to Optum (The inevitable for Cano and Walgreens, along with speculation)
This week pinged between overstatement and underreporting. The press around the Blair and Hague recommendations around selling NHS medical data–exaggerated. Underreported? Who was targeted in 23andMe’s 6.9M record data breach–and their future. The upward trajectory of cyberattacks confirmed, Musk gets his brain implant going, Cigna sells MA but Amazon calls it off with iRobot, and a former CMS head to helm Oracle Health.
Sell NHS medical records to fund AI, biotech? Not quite what’s in the Blair-Hague report. (They didn’t read the National Purpose report)

23andMe data breach may have targeted those of Jewish and Chinese heritage; company valuation crashes (Is there a bottom?)

Short takes: Orion digital pain therapeutic to be commercialized by Newel Health; Verma to head Oracle Health; CVS to shut 25 LA-area MinuteClinics 

2023’s global cyberattack disaster: healthcare #3 in weekly attacks, 10% of organizations ransomwared–report (Beware)

News roundup: Musk’s Neuralink implants first human BCI; Cigna’s $3.7B MA sale to HCSC; no Amazon deal for iRobot; DispatchHealth-Instacart food Rx; 5 India health tech fundings 
A newsy week…a bit of catchup on JPM which has caught up to the New Reality explored in our ’24 forecast. Humana loses on MA, Walgreens now officially labeled ‘troubled’, but Bright Health survives and rebrands. Cybersecurity beat out AI this week with HHS performance goals (more work, fewer IT people) while breached patient records doubled last year. Fundings and more this ‘n’ that.
Short takes: Humana’s big MA loss; Medicare telemental care bill back in Senate; HHS releases cybersecurity performance goals; Texas Healthcare Challenge hackathon 23-24 February (HHS asking for cybersec upgrades while IT departments are laid off)

Midweek updates: Walgreens may sell Shields Health after 2 years; Ventric Health’s home cardiac RPM; Singapore military medical corps upgrades PACES 3 EMR (Walgreens now labeled as ‘troubled’)

Peering through the cloudy crystal ball into 2024 healthcare investment and company health (2024 a funhouse mirror image of 2023?)

News roundup: Bright Health now NeueHealth; breached patient records double, RCM as vector for hacking; Amazon’s CCM marketplace; JPM reflects the new reality; fundings for Vita Health, Turquoise, CardioSignal (Settling into the new normal)

Published: NHS guidance on integrating TEC providers into urgent community response (UCR) (UK) (Less stress on ambulance services and EDs)
In the ‘dog days’ of winter, Apple gets a comeuppance in its patent fights with Masimo and disables pulse oximetry in two Watch models. AliveCor moves forward against Apple in Federal court. We sort out a lot of new product introductions, a sale of a company we thought was sold, a possible Really Big EHR Sale, General Catalyst buys a provider…and 23andMe turns the tables on their massive data breach by Blaming the Victims. 
Got a data breach? Blame the victims like 23andMe did! (This is a first)

News roundup #2: Bright.md sells remaining customers to 98point6; Netsmart EHR up for $5B possible sale; Caregility intros two new telehealth systems (Maybe a big sale coming?)

Breaking: appeals court continues ITC ban on Apple Watches with working pulse oximetry (Masimo wins a round)

News roundup: Owlet’s Dream Sock, BabySat go to market; General Catalyst’s HATco agrees to buy Summa; Cigna’s contrasting provider strategy; new ElliQ robot assistant debuts at CES (HATCo’s first step into health transformation?)

Apple removes pulse oximetry from Watches to dodge ban; AliveCor advances patent review v. Apple (two big updates!)
Reality bites as we recap the 2023 hangover at several major companies with cutbacks from the suites to the streets and C-suite changes that you may have missed.
Wrapping up many changes at Walgreens, VillageMD, CVS Health, Oracle Health (A lot of musical chairs!)

Have a job to fill? Seeking a position? See jobs listed with our new job search partner Jooble in the right sidebar!

Read Telehealth and Telecare Aware: https://telecareaware.com/  @telecareaware
Follow our pages on LinkedIn and on Facebook
We thank our advertisers and supporters: Legrand, UK Telehealthcare, ATA, The King’s Fund, DHACA, HIMSS, MedStartr, and Parks Associates.
Reach international leaders in health tech by advertising your company or event/conference in TTA–contact Donna for more information on how we help and who we reach. 
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Breaking: VillageMD exiting Illinois clinics–in its home state–as closures top 80 locations
  


VillageMD to cut six locations in the Chicago area–five standalone, one attached to a Walgreens store. The clinics will close on 19 April.
The irony is that VillageMD is headquartered in Chicago.
In October, Walgreens announced that 60 Village Medical clinics would close. The Florida closings announced last week were in two phases, 14 and 38, a total of 52. With Illinois, the total would be 58. However, Crain’s Chicago Business stated late on Wednesday in its article that 12 Massachusetts locations closed in February. Last month, three locations in New Hampshire and all 12 Indiana clinics closed, bringing the total to 85.
This story will be updated as it develops.



Short takes on a springlike ‘defrosting’: Redi Health’s $14M Series B, Dario Health buys Twill for ~$30M
  


Announced during ViVE, Redi Health gained a $14 million Series B. Funding came from not the VC or PE Usual Suspects so in evidence two short years ago, but from Blue Heron Capital with participation from inside investors Refinery Ventures, Mutual Capital Partners, Rev1 Ventures, and M25. This brings Redi’s total funding to about $19 million, after early-stage rounds totaling $5 million.
Based in Columbus, Ohio, Redi integrates program enrollment, a patient assistance program on a mobile app and website, and co-pay strategies into a single platform targeting patients with multiple chronic conditions. The app includes medication and symptom tracking, a pharma assistance program, and a navigator that connects providers, field teams, and patient support managers. Redi’s most convincing stats are that Traditional Patient Support Programs (PSPs) contribute to a non-adherence rate of approximately 70%, leading to estimated losses of over $600 billion annually for the pharmaceutical industry, but don’t get into the cost of non-adherence in patient outcomes: morbidity and mortality associated with poor medication adherence costs $528.4 billion annually (PAN Foundation). Yahoo!Finance, Mobihealthnews  Hat tip to Steven Wardell of Wardell Advisors
  


Another sign of the times? Complicated Deals. DarioHealth is buying Twill, formerly known as Happify (and with a behavioral health app still known as Happify). Dario is putting up $10 million in cash. The rest is in 10 million shares of common stock (Nasdaq,  DRIO) in the form of pre-funded warrants for the benefit of Twill’s debt holders and equity holders. These warrants will not vest all at once but in four phases after closing: 270 days, 360 days, 540 days, and 720 days. As Dario stock is at about $2.50, this is approximately $20 million for a total transaction cost of $30 million. 
Dario has a combined app and in-person approach to musculoskeletal (MSK) therapy, diabetes, hypertension, weight management, and behavioral health. Twill concentrates on telementalhealth, initially on reducing stress and increasing wellness, but now has expanded to the mental issues around chronic conditions, pregnancy and maternal health, with tailored and culturally adapted tracks and activities. It is not stated if the Twill products will continue under their present names.
The combination of both companies is expected to double Dario’s pro forma 2023 revenues to $30.5 million, based on extrapolating Q1-3 2023 revenues: $16.7 million in Dario revenues and $13.8 million in Twill revenues.
The rest of the Dario release is a dizzying chronicle of funding legerdemain that this Editor hasn’t seen since her airline days when she sat in on finance meetings th  


at would ultimately decide 1) how many cities the airline could open and 2) how much she could spend on advertising media to support them. There’s a $22.4 million private placement of convertible preferred stock, inducement grants of stock options to employees of Twill to purchase up to 2,963,459 shares of Dario’s common stock at a strike price of $2.55, and 1,766,508 shares, 733,562 in the form of restricted stock units and 1,032,946 in the form of warrants mainly to keep key employees of Twill on board, such as co-founder/CEO Tomer Ben-Kiki, as well as to other employees, board members, and consultants. Investment firm Stifel is listed, but again none of the VC or PE Usual Suspects. 
Twill reported only a single non-equity assistance funding through the PharmStars accelerator in Spring 2023, so Dario likely did not have a lot of investors to buy out.



Roundup: Walgreens’ new chief legal officer; Digital Health Collaborative launched; fundings/M&A defrosting for b.well, R1 RCM, Abridge, Reveleer; Veradigm likely delists, buys ScienceIO–mystery? (updated)
  


Walgreens’ CEO Wentworth’s final add to Executive Committee named. Lanesha Minnix was announced on Monday as the company’s new global chief legal officer and EVP, effective 15 April. She comes from being general counsel and corporate secretary for Ecolab, a Fortune 500 water, hygiene and infection prevention company. As chief legal officer, she will oversee Walgreens’ global legal, compliance, corporate governance and corporate security functions. Ms. Minnix succeeds Danielle Gray, who left in January to “pursue an external opportunity” (Reuters). Yahoo Finance from PR Newswire
A new organization to ‘advance digital health adoption’ launched last week. The Digital Health Collaborative, a coalition of 14 healthcare and consumer organizations, is committed to “evidence-based, cost-effective, equitable digital health solutions.” Their initial activities are expected to include a national purchaser survey, grantmaking, and convenings. The DHC is supported by the Peterson Health Technology Institute (PHTI) and led by Caroline Pearson, also the Executive Director at the NYC-based Peterson Center on Healthcare.
The 14 organizations backing the DHC are: AARP, AHIP, Alliance for Connected Care, American Medical Association (AMA), American Telemedicine Association (ATA), Consumer Technology Association (CTA), Digital Medicine Society (DiMe), Digital Therapeutics Alliance (DTA), HLTH Foundation, Innovation and Value Initiative (IVI), International Consortium for Health Outcomes Measurement (ICHOM), National Alliance of Healthcare Purchaser Coalitions, The National Committee for Quality Assurance (NCQA), and RockHealth.org.
The DHC with support from PHTI has established a Research and Impact Fund for aligned research and programs. The first grant was provided to DiMe for its Integrated Evidence Plans for Digital Health Products. While a fine list, this Editor notes no payers or hospitals (end user groups) or cybersecurity organizations to advocate for digital health security. DHC release
Some funding and M&A action…zounds!
b.well Connected Health’s Series C clocks in at $40 million. Leavitt Equity Partners led the raise which tops up b.well’s funding to $98.8 million. Their last funding round was a $32 million Series B in July 2021 with HLM Venture Partners as the lead. b.well markets its FHIR-enabled Connected Health platform to unify healthcare data, solutions, and services for end users at payers, providers, and employers. Joining the board are three new members: Andrew Clark, Managing Partner at Leavitt Equity Partners, Ryan Howells, Principal at Leavitt Partners and Executive Director of the CARIN Alliance, as an independent director, and Hon Pak, MD, Head of Digital Health at Samsung. Samsung is a key partner of b.well. A key joint project involves giving Galaxy smartphone users control over their longitudinal health records, as well as proactive, personalized health insights via Samsung Health, with easy access to care from providers including Walgreens, Northwell Health, Lee Health, ThedaCare, and others. Is the lettered round an indicator of Better Times ahead? Release, FierceHealthcare
R1 RCM may go private via investor group. An investor group led by New Mountain Capital is offering to take the revenue cycle management (RCM) company private to buy up shares they do not already own at $13.75 per share. New Mountain holds 32.43% of shares and is working with an investment group that includes another major shareholder TCP-ASC (TowerBrook Capital Partners that has a 29.64% stake, plus Ascension Health Alliance–Ascension accounts for nearly half of R1’s income), putting them at over 62% if TowerBrook goes all in. Mr. Market has weighed in and says that the offer price is already obsolete. It  represented a tidy premium to Friday’s close at $11.10, but the current trading on Nasdaq is well above the bid at $14.45. Current shareholders such as Coliseum Capital Management LLC, one of the five largest shareholders, have already stated to the board that the company is undervalued at the offer price. R1 traded in the $18 as recently as last summer, but hit a headwind at end of year with the loss of customer Pediatrix on implementation issues. But based on their 2023 performance despite this, the other investors are making a good case. R1 RCM is the largest publicly traded RCM company for hospitals and healthcare systems. They closed 2023 profitably with net income of $3.3 million, flipping a $63 million 2022 loss, on a revenue increase of nearly 25% to $2.3 billion.  Reuters, Healthcare Dive
Abridge, a clinical documentation and ‘clinical conversation’ company, is enjoying a lush Series C of $150 million led by Lightspeed Venture Partners and Redpoint Ventures leading five other investors. Abridge has a conversational AI technology using LLM and speech recognition to ease the burden of taking notes during the doctor’s appointment and states it is fluent in 14 languages across 55 medical specialties. Its last raise was a $30 million Series B just last October. A good reason why both is that it is fully integrated within Epic. According to HISTalk, Lightspeed advisor Paul Ricci is a former chairman and CEO of Nuance, one of Abridge’s biggest competitors, so one has to assume he knows what’s what inside this technology. Axios
Another NLP and AI powered healthcare data analytics company, Reveleer, is also topping its tanks with a $65 million raise. Hercules Capital led the venture round on a total funding of $208 million. Release
  


Veradigm nears a delisting on Nasdaq due to reporting–but plans acquisition of ScienceIO, in what has to be a first. The continuing delisting watch on Veradigm (the former Allscripts) is fading to black with the company anticipating its failure to file needed financial statements with Nasdaq. Its stock continues to decline (today at $7.32 as of noon ET).
Since March 2023, Veradigm has had trouble with required reports due to faulty financial software and has begged extension after extension. The required reports due by Tuesday 27 February are for 2023 quarterlies on form 10-Q and its annual 2022 report on form 10-K.
Veradigm is also facing a slew of shareholder lawsuits on the decline in its share price [TTA 3 Jan]. To counter this, Veradigm announced today (27 Feb) that the board of directors is adopting a limited duration stockholder rights plan that issues by means of a dividend one preferred share purchase right for each outstanding share of Company common stock to stockholders of record on the close of business on 8 March 2024. This becomes exercisable only if a person or group secures beneficial ownership of 10% or more of the outstanding shares in the next year. The rights plan is obviously designed to compensate shareholders in the event of a takeover not approved by the board (i.e. a hostile takeover) via accumulation of stock and make a sale to an unapproved buyer less attractive. Release, MarketWatch/WSJ
Apparently Veradigm is healthy and profitable, according to analysts reported in Healthcare Dive. The company estimated unaudited revenue between $608 million and $622 million for its fiscal year 2023. Net income from continuing operations is estimated between $49 million and $58 million, according to the filing. This, coupled with its business as a data company, further adds to the mystery around their reporting to Nasdaq.
Simultaneous to the delisting, Veradigm announced today that it is acquiring yet another company, ScienceIO, that is (surprise!) an AI company. Veradigm will leverage ScienceIQs proprietary large language models on Veradigm’s rich data set and more. Acquisition cost of $140 million in cash (subject to customary adjustments for cash, indebtedness, working capital and transaction expenses) has approximately $44 million deferred, substantially all of which is payable in installments on each of the first three anniversaries of the closing date. Release
This is not the first acquisition that Veradigm has made with the delisting hanging. In January, Veradigm announced the acquisition of Koha Health, which specializes in orthopedic/musculoskeletal (MSK) revenue cycle management (RCM).
Updated 28 Feb: Nasdaq is delisting Veradigm effective 29 February. It will continue to trade OTC under MDRX until whatever time they become compliant with their reports. Veradigm is not appealing at this time. Healthcare Innovation. Veradigm release



Change Healthcare cyberattack persists–is the BlackCat gang back and using LockBit malware? BlackCat taking credit. (update 28 Feb #2)
  


On Day 7, reports, like recollections, may differ. Today’s Reuters report (26 Feb) attributes the attack on Change Healthcare, which has snarled pharmacies and hospitals since Wednesday [TTA 23 Feb], to a revived BlackCat (a/k/a ALPHV) ransomware operation. Readers will recall that the FBI busted BlackCat right before Christmas last year, seizing their operational darknet websites and putting up a most showy home screen. They worked their way into the BlackCat operation via their affiliate operation. However, BlackCat rebooted a few days later, made an appearance, and went back underground. As Bleeping Computer predicted then, BlackCat is apparently back and, adding insult, not even under a new name. 
Bleeping Computer today reported that BlackCat’s hack went through a critical ConnectWise ScreenConnect auth bypass flaw (CVE-2024-1708 and 1709) which was actively exploited in attacks to deploy ransomware on unpatched servers. This was confirmed by Reuters and Health-ISAC, a healthcare-focused organization engaged in cyber best practices and threat intelligence, via the American Hospital Association’s AHA Cybersecurity Advisory today (26 Feb). AHA is advising healthcare organizations to actively reevaluate their connection or disconnection status of Change Healthcare systems which have been deemed safe by Optum.
As of today, BlackCat did not claim credit for taking down Change’s systems nor is there any report of a ransom demand. It is perhaps too early to determine if there has been any data theft. Nor are there reports of other healthcare or other organizations being attacked through the ScreenConnect flaw.
Optum has a page detailing the status of Change Healthcare’s individual systems here. Optum has a statement that has remained nearly the same on issues with connectivity since last Wednesday.* This Editor’s experience of the page is that it needs refreshing to view the full version. Regarding the systems, they are a long list to scroll through and your Editor lost count after 100. Most have red Xs by them. Some systems are checked green. Change is also holding Zoom calls to update partners. Reuters reported that Alphabet’s cybersecurity unit Mandiant is in charge of investigating the attack.
Change Healthcare processes 15 billion healthcare claims annually. This attack seems to have hit their pharmacy software the hardest. These software tools are used to verify patient eligibility for specific medication and also their insurance coverage. The outage not only covers the big chains like CVS and Walgreens, but also Tricare and the Military Health System (MHS) globally. TTA 22 Feb, updated 23 Feb.
A Friday report in SC Magazine indicated that the malware used by BlackCat was a strain of LockBit malware going through the ConnectWise ScreenConnect bypass flaw. Their source, Toby Goucker, chief security officer at First Health Advisory, stated that their firm found the ScreenConnect flaws and sent out a notification on 19 February. Goucker noted that bad actors prey on the gap between when these vulnerabilities are uncovered and announced, but before when patches are applied. However, Goucker was not able to confirm that Change uses ScreenConnect.
Ironically, the LockBit ransomwareistes were busted only last week by a combined UK NCA and US DOJ/FBI effort. Like weeds, they never go away entirely.
Oddly, Change Healthcare’s website home page does not have a notice about their problem or direct to a page on their or UHG’s site about it for assistance. We know you’re busy, guys, but from this Editor’s marketing perspective not having an information banner and redirect to the Optum page is a basic communication failure.
**This is a developing story and will be updated.**
*Update 27 Feb 9am Eastern Time. 
A repeat of Optum’s boilerplate statement on their page today indicates this cyberattack is still unresolved for most of Change Healthcare–and will remain unresolved at least through today:
Update – Change Healthcare is experiencing a cyber security issue, and our experts are working to address the matter. Once we became aware of the outside threat, and in the interest of protecting our partners and patients, we took immediate action to disconnect Change Healthcare’s systems to prevent further impact. This action was taken so our customers and partners do not need to. We have a high-level of confidence that Optum, UnitedHealthcare and UnitedHealth Group systems have not been affected by this issue.
We are working on multiple approaches to restore the impacted environment and will not take any shortcuts or take any additional risk as we bring our systems back online. We will continue to be proactive and aggressive with all our systems and if we suspect any issue with the system, we will immediately take action and disconnect. The disruption is expected to last at least through the day. We will provide updates as more information becomes available.

Feb 27, 2024 – 09:03 EST
Identical message 28 Feb 10:48am ET indicating that the effects of this attack are now one week old.

Updated 28 Feb: DataBreaches.net (“The Office of Inadequate Security”) reports that BlackCat is taking credit for it.
“BlackCat informed DataBreaches that yes, they are responsible for the attack. DataBreaches has asked them if they are willing to share any additional details and will update this post if any are received.”
This Editor is also following coverage in the usually reliable The Register which added a reply they obtained from Optum: “Since identifying the cyber incident, we have worked closely with customers and clients to ensure people have access to the medications and the care they need. We also continue to work closely with law enforcement and a number of third parties, including Mandiant and Palo Alto Networks, on this attack against Change Healthcare’s systems.” They are not confirming the perpetrators. 
#2 update from DataBreaches may point to Change Healthcare as well as healthcare in general. Here is part of a Cybersecurity Advisory (CSA) that is an ongoing #StopRansomware effort by the Cybersecurity and Infrastructure Security Agency (CISA). CISA was joined by the FBI and interestingly, the Department of Health and Human Services (HHS). They “are releasing this joint CSA to disseminate known IOCs and TTPs associated with the ALPHV Blackcat ransomware as a service (RaaS) identified through FBI investigations as recently as February 2024.” The addition of HHS as well as February 2024 should be noted. “FBI, CISA, and HHS encourage critical infrastructure organizations to implement the recommendations in the Mitigations section of this CSA to reduce the likelihood and impact of ALPHV Blackcat ransomware and data extortion incidents.” Could this be behind what is going on at Change Healthcare–a BlackCat full-court press versus US healthcare?
And at least one major hospital CEO wants answers now. Tampa General Hospital CEO John Couris went up to Optum’s CEO Amar Desai in the speaker room at the ViVE conference in Los Angeles on Monday, and the answer was far less than satisfactory. “And his answer to me was, ‘We’ll have an update in two days.’ So I don’t think he knows.” Mr. Couris’ speculates that Change Healthcare will 1) not pay ransom and 2) will rebuild its systems in maybe four weeks–and how that puts hospitals like his that use Change as a clearing house for claims in, to put it mildly, a pickle. MedCityNews



TTA’s ‘winter dog days’ 5: Change Healthcare cyberattacked, Walgreens’ VillageMD exiting FL, Cigna $3.2B buyback, Cerner-VA problems, Teladoc’s weak ’24 forecast, telemental health revives, LockBit busted, more!
  



 
 



A few surprises at week’s end, with what appears to be a cyberattack taking down Change Healthcare’s systems and Walgreens’ VillageMD exiting Florida. There’s life in funding and stock buybacks but Oracle Cerner’s in the same-old with the VA. Teladoc on slow recovery road, telemental health coming back, LockBit busted, Musk’s Neuralink implant, and a few thoughts on AI. 
Weekend reading: AI cybersecurity tools no panacea, reality v. illusion in healthcare AI, RPM in transitioning to hospital-at-home, Korean study on older adult health tech usage (AI obsession?)

Breaking: Walgreens’ VillageMD shutting in Florida; Change Healthcare system websites cyberattacked (updated) (Two shockers)

Mid-week roundup: Cotiviti’s $10.5B stake to KKR; Cigna buys back $3.2B shares; VA Oracle Cerner faulty med records; LockBit ransomware websites cold-busted at every level, principals indicted; Trualta partners with PointClickCare

Teladoc closes 2023 with improved $220M loss, but weak forecast for 2024 leads to stock skid (Teladoc in recovery)

Telemental news roundup: Brightside Health expands Medicaid/Medicare partners; Blackbird Health gains $17M Series A; Nema Health’s PTSD partnership with Horizon BCBSNJ (A comeback badly needed)

Neuralink BCI human implant subject moving computer mouse by thought: Elon Musk (Controversy)
A week with a lot of Facing The Music, as the snow and chill continue as we’re ready for spring, already. Four payers scuttle mergers, Walgreens and Amazon are reorganizing big time, and the losses (Amwell especially) and layoffs continue. Apple wins a round in its patent fight with AliveCor. It’s the New Reality and let’s hope we get to a Newer, Better Reality soon. Maybe it’s time to focus on designing tech that is older adult (and not so older adult) friendly–and yes, there are some ‘green shoots’.
Weekend reading: why the tech experience for older adults needs a reboot (a boot in the….?), health tech takeaways from CES (Must reads)

Mid-week news roundup: Elevance-BCBSLA, SCAN-CareOregon mergers scuttled; Amwell’s $679M loss, layoffs; Invitae genetics files Ch. 11; innovations released from DeepScribe, Essence SmartCare (DE), fall detection at Atrium Health (SC)

Further confirmation of the New Reality for digital health–lower valuations, more exits, fewer startups, tech buyers not seeing ROI (The cleanout continues)

AliveCor v. Apple latest: Federal court tosses AliveCor suit on heart rate app data monopolization (This David v. Goliath round goes to Goliath)

Facing the Music of the New Reality: Amazon Pharmacy & One Medical restructure; Walgreens shakes up health exec suites again, cashes out $992M in Cencora; new takes on NeueHealth; Cue Health, Nomad Health layoffs
AI: how much of it is hype, how much harm can it do, and call in the lawyers. Rock Health sotto voce issued its downbeat 2023 roundup, with 2024 predictions familiar to our Readers. Ireland’s HealthBeacon sold to a new healthcare player–Hamilton Beach. Cano Health faces the Chapter 11 music, veterans at VA will Mynd, and mass outsourcing to Optum.
2023 was buying time, 2024 is face the music time: Rock Health (Blood out of a Rock?)

Another icy bucket: who is liable when a healthcare AI system fails? (More AI caveats)

First healthcare IPO: BrightSpring debuted at less than projected, but holding value (Nice to see)

Mid-week short takes: Ireland’s HealthBeacon bought by Hamilton Beach (!), Ambience AI raises $70M, VA to develop VR mental health app with Mynd Immersive (VA tries out digital therapeutics)

Two Must Reads: Is AI the next hype bubble replacing crypto–and capable of great harm? (Get set to be apprehensive)

News roundup: Cano Health files Ch. 11 bankruptcy, delisted (updated), Walgreens lays off more, Allina Health outsources 2,000 RCM jobs to Optum (The inevitable for Cano and Walgreens, along with speculation)
This week pinged between overstatement and underreporting. The press around the Blair and Hague recommendations around selling NHS medical data–exaggerated. Underreported? Who was targeted in 23andMe’s 6.9M record data breach–and their future. The upward trajectory of cyberattacks confirmed, Musk gets his brain implant going, Cigna sells MA but Amazon calls it off with iRobot, and a former CMS head to helm Oracle Health.
Sell NHS medical records to fund AI, biotech? Not quite what’s in the Blair-Hague report. (They didn’t read the National Purpose report)

23andMe data breach may have targeted those of Jewish and Chinese heritage; company valuation crashes (Is there a bottom?)

Short takes: Orion digital pain therapeutic to be commercialized by Newel Health; Verma to head Oracle Health; CVS to shut 25 LA-area MinuteClinics 

2023’s global cyberattack disaster: healthcare #3 in weekly attacks, 10% of organizations ransomwared–report (Beware)

News roundup: Musk’s Neuralink implants first human BCI; Cigna’s $3.7B MA sale to HCSC; no Amazon deal for iRobot; DispatchHealth-Instacart food Rx; 5 India health tech fundings 
A newsy week…a bit of catchup on JPM which has caught up to the New Reality explored in our ’24 forecast. Humana loses on MA, Walgreens now officially labeled ‘troubled’, but Bright Health survives and rebrands. Cybersecurity beat out AI this week with HHS performance goals (more work, fewer IT people) while breached patient records doubled last year. Fundings and more this ‘n’ that.
Short takes: Humana’s big MA loss; Medicare telemental care bill back in Senate; HHS releases cybersecurity performance goals; Texas Healthcare Challenge hackathon 23-24 February (HHS asking for cybersec upgrades while IT departments are laid off)

Midweek updates: Walgreens may sell Shields Health after 2 years; Ventric Health’s home cardiac RPM; Singapore military medical corps upgrades PACES 3 EMR (Walgreens now labeled as ‘troubled’)

Peering through the cloudy crystal ball into 2024 healthcare investment and company health (2024 a funhouse mirror image of 2023?)

News roundup: Bright Health now NeueHealth; breached patient records double, RCM as vector for hacking; Amazon’s CCM marketplace; JPM reflects the new reality; fundings for Vita Health, Turquoise, CardioSignal (Settling into the new normal)

Published: NHS guidance on integrating TEC providers into urgent community response (UCR) (UK) (Less stress on ambulance services and EDs)
In the ‘dog days’ of winter, Apple gets a comeuppance in its patent fights with Masimo and disables pulse oximetry in two Watch models. AliveCor moves forward against Apple in Federal court. We sort out a lot of new product introductions, a sale of a company we thought was sold, a possible Really Big EHR Sale, General Catalyst buys a provider…and 23andMe turns the tables on their massive data breach by Blaming the Victims. 
Got a data breach? Blame the victims like 23andMe did! (This is a first)

News roundup #2: Bright.md sells remaining customers to 98point6; Netsmart EHR up for $5B possible sale; Caregility intros two new telehealth systems (Maybe a big sale coming?)

Breaking: appeals court continues ITC ban on Apple Watches with working pulse oximetry (Masimo wins a round)

News roundup: Owlet’s Dream Sock, BabySat go to market; General Catalyst’s HATco agrees to buy Summa; Cigna’s contrasting provider strategy; new ElliQ robot assistant debuts at CES (HATCo’s first step into health transformation?)

Apple removes pulse oximetry from Watches to dodge ban; AliveCor advances patent review v. Apple (two big updates!)
Reality bites as we recap the 2023 hangover at several major companies with cutbacks from the suites to the streets and C-suite changes that you may have missed.
Wrapping up many changes at Walgreens, VillageMD, CVS Health, Oracle Health (A lot of musical chairs!)
Happy 2024! Breaking out of the January gate, Apple gets stay in the Masimo patent fight and Watch sales resume. The continuing soap operas of Cano Health and Veradigm resume. Bright Health’s cash from Molina gains some breathing room, and rival Devoted scores a tidy Series E. In the UK, telecare issues rise as the digital voice switchover nears–learn more next Friday.
A timely webinar Fri 12 Jan: Protecting a lifeline – preparing for the digital voice switchover (UK) (Trying to protect vulnerable elderly and disabled)

News roundup: Cano Health gets 2nd NYSE delisting warning; Veradigm acquires Koha Health RCM, faces class-action lawsuit; Bright Health-Molina sale closes; Devoted Health’s $175M Series E (updated) (Some funding ‘light’ and Bright sees some daylight)

Breaking: ban on sale of Apple Watches 9 and Ultra 2 stayed by federal appeals court Wed 27 December (Until mid-January for now)

Have a job to fill? Seeking a position? See jobs listed with our new job search partner Jooble in the right sidebar!

Read Telehealth and Telecare Aware: https://telecareaware.com/  @telecareaware
Follow our pages on LinkedIn and on Facebook
We thank our advertisers and supporters: Legrand, UK Telehealthcare, ATA, The King’s Fund, DHACA, HIMSS, MedStartr, and Parks Associates.
Reach international leaders in health tech by advertising your company or event/conference in TTA–contact Donna for more information on how we help and who we reach. 

Telehealth & Telecare Aware: covering the news on latest developments in telecare, telehealth, telemedicine, and health tech, worldwide–thoughtfully and from the view of fellow professionals
Thanks for asking for update emails. Please tell your colleagues about this news service and, if you have relevant information to share with the rest of the world, please let me know.
Donna Cusano, Editor In Chief

donna.cusano@telecareaware.com
– – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – – –




Weekend reading: AI cybersecurity tools no panacea, reality v. illusion in healthcare AI, RPM in transitioning to hospital-at-home, Korean study on older adult health tech usage
  


A potpourri of current articles. Hope you don’t feel like Pepper the Robot after you read them!
AI won’t boost cybersecurity, that’s cutting corners (Cybernews)
AI tools that make cybersecurity more effective and faster in response are increasingly available. They are estimated in a Techopedia article rounding up multiple studies to be a global market of over $133 billion by 2030. IBM claims that organizations with AI cybersecurity took 100 days less to identify and contain data breaches. Yet AI can also leave organizations more vulnerable to cyberattack. Hackers and ransomwareistes have been using AI for years in phishing and vishing (phone-based social engineering) attacks–now using OpenAI. What’s vulnerable? Large language models (LLMs) used in generative AI (AI with the ability to create content) can be corrupted and fed false information [TTA 7 Feb] or create deepfake images–Google Gemini is the latest example (not in article). FTA: “We need human critical thinking to use AI to solve and prevent problems. We’re adopting AI far faster than we have the ability to understand how to adopt it properly.” Another approach is to think like a cybercriminal and use AI to better understand how criminals can break into your systems.
What is real and what is illusion with healthcare AI? (03:16 video, Healthcare IT News)
This is a preview of a HIMSS24 talk on 11 March by Dr. Jonathan Chen, assistant professor at the Stanford Center for Biomedical Informatics Research. Patient care and outcomes are dependent on discerning what is real and what is not, especially in the use of chatbots in patient notes. Generative AI can be very convincing even if it’s not accurate, and that is not what is wanted in patient care. We are at the Gartner Peak of Inflated Expectations when it comes to AI–and we’ve been there before.
RPM strategies for moving from discharge to hospital-at-home care (Healthcare IT News) 
How can the home be better treated as a fundamental care setting? Understanding this is key to transitioning patients from in-hospital acute care to hospital-at-home, which is in reality not being discharged and requires managing a significant number of complex layers. Interview with Cindy Gaines, RN, chief clinical transformation officer at Lumeon, a clinical automation company.
Tailor fit digital health tech to the elderly’s needs: study (Mobihealthnews)
This summarizes a South Korean study that compared the usage of digital devices, such as smartphone apps, health apps, and wearables, among healthy and pre-frail/frail Koreans aged 65+. Smartphone use is nearly universal in South Korea, but wearables are only lightly used. Frailer respondents used social media more than healthy ones and used more healthcare apps on their phones. From the study: “There was a notable difference in the services used by pre-frail and frail respondents compared to healthy respondents. Therefore, when developing digital devices for pre-frail and frail older adults, it is crucial to incorporate customized services that meet their unique needs, particularly those services that they frequently use.”
505 participants completed the survey, with 153 (30.3%) identified as pre-frail or frail and 352 (69.7%) as healthy. Full study in the Journal of Korean Medical Science 27 November 2023
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Our definitions
Telehealth and Telecare Aware posts pointers to a broad range of news items. Authors of those items often use terms 'telecare' and telehealth' in inventive and idiosyncratic ways. Telecare Aware's editors can generally live with that variation. However, when we use these terms we usually mean:
• Telecare: from simple personal alarms (AKA pendant/panic/medical/social alarms, PERS, and so on) through to smart homes that focus on alerts for risk including, for example: falls; smoke; changes in daily activity patterns and 'wandering'. Telecare may also be used to confirm that someone is safe and to prompt them to take medication. The alert generates an appropriate response to the situation allowing someone to live more independently and confidently in their own home for longer.
• Telehealth: as in remote vital signs monitoring. Vital signs of patients with long term conditions are measured daily by devices at home and the data sent to a monitoring centre for response by a nurse or doctor if they fall outside predetermined norms. Telehealth has been shown to replace routine trips for check-ups; to speed interventions when health deteriorates, and to reduce stress by educating patients about their condition.
Telecare Aware's editors concentrate on what we perceive to be significant events and technological and other developments in telecare and telehealth. We make no apology for being independent and opinionated or for trying to be interesting rather than comprehensive.
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Recent News Items
News roundup: Cerner goes live at VA, DOD Lovell Center; WebMD expands education with Healthwise buy; Dexcom has FDA OK for OTC glucose sensor; Centene may have buyer for abandoned Charlotte HQ
In news other than Walgreens and Optum/Change Healthcare–with more to...


Updates on Change cyberattack: UHG’s timeline for system restorations, key updates around claims and payments in next weeks
As of 8 March UnitedHealth Group released a timeline on restoring Change He...


Is BlackCat/ALPHV faking its own ‘death’? (updated) HHS and CMS come to Change affected providers’ assistance with ‘flexibilities’
BlackCat/ALPHV blames the FBI for another ‘shutdown’ and exits,...


Update: VillageMD lays off 49 in first two of six Village Medical closures in Illinois
VillageMD starts releasing staff in soon-to-shut Illinois clinics. Layoffs...


Reality Bites Again: UHG being probed by DOJ on antitrust, One Medical layoffs “not related” to Amazon, the psychological effects of cyberattacks
When It Rains, It Really Pours for UnitedHealth Group. On the heels of thei...


Facing Future: Walgreens CEO moves company into strategic review–will he get WBA board alignment?
Walgreens’ CEO Wentworth positions for turnaround. “This is not...
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